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GPGPUs in Cryptography

● What is cryptography?

Cryptography is the practice and study of techniques for secure communication in the presence
of adversarial behavior. More generally, cryptography is about constructing and analyzing
protocols that prevent third parties or the public from reading private messages (Wikipedia,
2024). The art of cryptography has been used to code messages for thousands of years and
continues to be used in bank cards, computer passwords, and ecommerce (Fortinet, 2024).

● Problem in this domain

As the number of computer users continues to grow, the number of cyber-attacks to steal data
and invade privacy is of paramount importance. A group of applications use the Advanced
Encryption Standard (AES), which is the most widely adopted modern symmetric key encryption
standard, to encrypt data for security reasons. This primarily affects enterprises and businesses
that ultimately handle user data. However, many implementations of the AES algorithm
consume large amounts of CPU power and do not meet throughput requirements (Jadhav, et
al., 2023).

● GPUs as a solution

To solve this problem, GPUs dedicated to parallel applications can be used to achieve
speedups through massive parallelism. These allow parallel operations to be performed much
faster than the CPU, ultimately increasing throughput and reducing resource consumption to
some extent (Jadhav, et al., 2023). Existing research has demonstrated that GPUs can act as
an efficient cryptographic accelerator faster than CPUs by parallelizing the encryption/decryption
process (Manavski, 2007).
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